


























Appendix G — Remote Authentication

6. Select OK, and the new site will be created and listed under your server as shown

below.
"E Internet Information Services (IIS) Manager ] 4] .
File View Help I
. - - VIV VI Wil L s
= by
il? = | ﬁ!) & @.‘ Manage Web Site (a)
ba - i = pry
Machine Key Pages and Providers  Session State  SMTP E-mail + Restart
Controls P Start
B swp
e
rosauy CE |
Web Site Created
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7. Next, some configuration settings need to be changed. Under the IIS section, double

click on ASP. The ASP Properties screen is displayed.

"E Internet Information Services (IIS) Manager ] 4]

@_@ | @ » scorvwnzons » sites > PaperVison AuthGw b

EELYCE

File View Help

€- i |78

0 ASP

- Start Page
=8 ‘j SCOTTMWIN2008 (SCOTTMWIN
‘2 Application Pools
- @] Sites
o PaperVision Enterprise
-4 Papervision Auth GV

Display: Friendly Names @
E Behavior
Code Page 1]
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
Limits Properties
Locale ID 0
Restart On Config Change True
E Compilation
Debugging Properties
Script Language VBScript
B Services

Caching Properties
Com Plus Properties
Session Properties

Caching Properties
Properties related to ASP cache,

4| | 3

=] Features View i - Gontent View

Configuration: ‘localhost’ applicationHost.config , <location path="PaperVision Auth GW"™>

5/ Apply
5% Cancel
@ Hep

Online Help

9

ASP Properties

8. Expand Session Properties.
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9. PaperVision.net Enterprise does not make use of IIS session state. This greatly
enhances the performance of the PaperVision.net Enterprise application. As such, set

Enable Session State to a value of False.

"E Internat Information Services (I1S) Manager

=10l

@?} [0 » SCOTTMWINZOOS » Sitss b PaperVision Auth GW b

|~ M@ -

File View Help

_u P ——— £h AsP
Q- |78 -

W StartPage .
=63 SCOTTMWINZO08 (SCOTTMWIN Display: _ Friendy Names

,;‘ Application Pools B Behavior
[+ @] Sites Code Page 0
0 Papervision Enterprise Enable Buffering True
-4 Papervision Auth GV Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
Limits Properties
Locale ID L]
Restart On Config Change True
E Compilation
Debugging Properties

Script Language VBSCript
E Services
Caching Properties
Com Plus Properties

E Session Froperties
| ErchleSessionSiste 000000000000 .
[ =CIERE S s

=
Maximum Sessions 4294967295
New ID On Secure Connection True
Time-out 00:20:00
Enable Session State

Enables session state persistence for the ASP application.

4] | 3

Configuration: 'localhost’ applicationHost.config , <location path="PaperVision Auth GW™>

5/ Apply
|5 Cancel
@ hep

Online Help

95

ASP Properties — Enable Session State (False)

10. Click the Apply link (top, right corner of the IIS Manager).

11. Click your site in the left pane to display the configuration options again.
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12. Under the IIS section, double click on Authentication. The Authentication
Properties screen is displayed.

"E Internet Information Services (IIS) Manager

@E}‘ [0 » SCOTTMWINZ008 » Sites b PaperVision Auth GW »

File View Help

€- |7 |8

& Start Page

B-[&] Sites

4

0 PaperVision Enterprise
-4 PaperVision Auth GV

=2 .ﬂj SCOTTMWIN2008 (SCOTTMWIN|
3 Application Pools

0 Authentication

Group by: Mo Grouping ©

Name - | status | Response Type
Anonymous Authentication Enabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

+

=] Features View i - Gontent View

Configuration: 'PaperVision Auth GW' web.config

=3
& < M@~
Adiens
@ teb
Online Help
9.

Authentication Properties

13. Highlight Anonymous Authentication and click the Disable link (top, right corner of
the IIS Manager).

14. Highlight Windows Authentication and click the Enable link (top, right corner of the
IIS Manager).
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15. The authentication settings in the Application Pool’s properties must be configured.

Select Application Pools. The Application Pools screen is displayed.

"E Internet Information Services (IIS) Manager

=12l

@@ | @ » scortMwrnz008 > Application Pools

EELYCE

File View Help

@ Application Pools a
FEETEIT §! PP B Add Appicaton Fodl...
& Start Page Set Application Pool Defaults.
= "g SCOTTMWINZO0S (SCOTTMWWIN This page lets you view and manage the list of application poals on the server, Application pools are assodated with warker MD‘KZ—
; - processes, contain one or more applications, and provide isolation among different applications. @ Hel
(B #poiication Pools P
El-[8] Sites Filter: - Bco - gshow Al | Group by: N Grouping - Online Help
(-4 PaperVision Enterpri
H o apervision Torise Mame = | Status | NET Frame... | Managed Pipeli... | Identity | Applications
-4 Papervision Auth GV =T
4z Classic .NET AppPoal Started V2.0 Classic NetworkService 0
QDEfaultAppPuul Started v2.0 Integrated MetworkService o
,‘.;’Paper\"lsiun Auth GW Started v2.0 Integrated MetworkService 1
QPaperV’lsian Enterprise  Started v2.0 Integrated PVE 1
Ready qi:i

Application Pools
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16. Right-click on the application pool used by your site (typically the same name as your

site) and choose Advanced Settings. The Application Pool — Advanced Settings

screen is displayed.

Advanced Settings

B (General)
.MET Framewark Version v2.0
Managed Pipeline Mode Integrated
PaperVision Auth GW
Queue Length 1000
Start Automatically True
B cru
Limit 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled Falze
Processor Affinity Mask 4294967295
B Process Model
Identity HetworkService
Idle Time-out {minutes) 20
Load User Profile False
Maximum Worker Processes 1
Fing Enabled True
Fing Maximum F.esponse Time (seconc 90
PFing Period (seconds) 30
Shutdown Time Limit (seconds) g0
Startup Time Limit (seconds) a0
F_Praress Oenhaning
Name
[name] The application pool name is the unigue identifier for the application pool.

Application Pool — Advanced Settings
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17. Under Process Model > Identity, click the ellipsis button. The Application Pool
Identity screen is displayed.

Application Pool Identity 21 x|

¥ Builtin account:

| NetworkService j

" Custom account:

| Set...

Application Pool Identity

18. Select Custom account and click the Set button. The Set Credentials screen is
displayed.

Set Credentials d A
User name:

Password:

Confirm password:

Set Credentials

19. Enter the User name and Password (with a confirmed password) of the account
discussed in the Security Considerations section at the beginning of Appendix F,
and then click OK.

20. Click OK to save the Application Pool Identity settings.

21. If you are running PaperVision Enterprise on a 64-bit operating system, set the
General — Enable 32-Bit Applications value to True.

Note:

This setting is only available on 64-bit operating systems.

22. Click OK to save the Application Pool Advanced Settings.

23. Recycle (stop and restart) the application pool by selecting the Recycle link (in the
top, right corner of the IIS Manager.
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